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Telephone Consumer Protection Act of 1991

RDBDEALLS HUMANITY STRIKES BACK
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A CONTEST T0 COMBAT ROBOCALLS
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Data source: Consumer sentinel data book CY2015






355

US Population

Subscribers (mil)
® Mobile mLandline mVolP

Data source: CTIA 2013, ITU 2013, Statistica 2013



Type

US Local Number

Toll Free DID

Call Inbound

Call Outbound

Call Toll Free Inbound
Call Toll Free Outbound
SIP Call Inbound

SIP Call Outbound
SMS Inbound

SMS Outbound

SMS Short Code Outbound

Price

$0.3500
$0.7500
$0.0055
$0.0100
$0.0195
$0.0100
$0.0025
$0.0100
$0.0000
$0.0050
$0.0100

Unit

Per Month
Per Month
Per Minute
Per Minute
Per Minute
Per Minute
Per Minute
Per Minute
Per Message

Per Message

Per Message

Data source: Bandwidth Voice & Messaging API Platform



Voice Messaging

for Business

: N
: SimplyCast
VoiceBlaze

Your Voice Broadcasting Headquarters.

Multi-Channel Marketing Solved!
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Step 1. What type of broadcast would you like to create?

Message Type

Mame this Broacdcast

Caller ID

Broadcast Type

® Voice Only
Text Onl ¥

Voice & Text

Call-Em-All

(214) 306-5601

)




PSTN




PSTN

IP




IP

+ VPN PSTN
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UNDERSTANDING ONUNE STAR RATINGS:







5 types of defenses



Call Request Header Analysis

Blacklisting
Caller behavior monitoring
Reputation system



Voice Interactive Screening

Audio fingerprinting
Speech content analysis
CAPTCHA / Turing test



Caller Compliance

Do-not-call registry
Call back verification
Proof of identity



Assessment Criteria
£ Usability

¢ Deployability

® Robustness
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Call Request Header Analysis

Voice Interactive Screening

Caller Compliance

@= satisfy the criteria ©= may satisfy the criteria O= does not satisfy the criteria



X
’Q Robustness

© usability | @ peployability

Call Request
Header Analysis

*

Voice Interactive
Screening

Caller Compliance




5 ways to combine
techniques



Phased Decisions




Weighted Scoring

-
Weighted
-




Conditional Procedures




[96], [97]

Phased Decisions

Weighted Scoring

v
v

Conditional Procedures

Caller ID Blacklisting

Caller ID Whitelisting

Caller Reputation System

Caller Behavior Analysis

Device Fingerprinting

Caller ID Anomaly Detection

ANI-CPN Matching

ANI-II Filtering

Audio Fingerprinting

Speech Content Analysis

Acoustic Pattern Analysis

CAPTCHA/Turing Test

Do Not Call Registry

Graylisting

Consent-based Communication

Call Back Verification

Weakly Secret Information

Payment at Risk

Proof of Work

Proof of Identity




Combining techniques
create synergy

However...



SIMPLICITY
IS THE ULTIMATE

SOPHISTICATON.

- LEONARDO DA VINCI




Conclusion






Core robustness

Effective prevention of
caller ID spoofing
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Thank you!



Questions?

Huahong Tu (Raymond)
tu@asu.edu

PS: We’re looking for shared access to SS7/SIGTRAN.



