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Overview

Problem: Telephone spam and scams
Cause: Impersonation and caller ID spoofing
Method: A novel architecture and method to authenticate the caller ID

Result: A security indicator, that can help to prevent users from
becoming a victim of telephone spam and scams.
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The Problem Statement

Despite various efforts to curb the growth of unwanted calls—
the FTC received record numbers of telephone spam, scam,
and fraud complaints in the recent years.

Why existing solutions do not work effectively?
What is the root cause of the problem?

What kind of solution should be developed?






Americans lost $8.6 billion to phone fraud in last
year, survey suggests

Herb Weisbaum Aug. 27, 2014 at 10:25 AM
TODAY

Survey: 11% of adults lost money to a phone
scam last year

Millennials were one of the most victimized groups

01/26/2016 | ConsumerAffairs | [@g Scams

Ehe New York Eimes  nip:/inyti msizBKHRz

TECHNOLOGY

Phone Hackers Dial and Redial to Steal
Billions

By NICOLE PERLROTH OCT. 19, 2014
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FTC Phone Fraud Complaints
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Voice Messaging
for Business

SimpIgCast\\

.
VOIceBlaze Iti-Channel Marketing So
Your Voice Broadcasting Headquarters.




Type Price Unit

US Local Number $0.3500 Per Month
Toll Free DID $0.7500 Per Month
Call Inbound $0.0055 Per Minute
Call Outbound $0.0100 Per Minute
Call Toll Free Inbound $0.0195 Per Minute

Call Toll Free Outbound $0.0100 Per Minute
SIP Call Inbound $0.0025 Per Minute
SIP Call Outbound $0.0100 Per Minute
SMS Inbound $0.0000 Per Message
SMS Outbound $0.0050 Per Message
SMS Short Code Outbound $0.0100 Per Message

Data source: Bandwidth Voice & Messaging API Platform




Step 1: What type of broadcast would you like to create?

Message Type ® Voice Only
Text Only

Voice & Text

Name this Broadcast Call-Em-All

Caller ID (800) 829-1040

Broadcast Type =







Existing Solutions

Rely on gathering offending
caller IDs

Do not work effectively if the
caller ID has been spoofed

NATIONARAL

DO NOT CALL
REGISTRY




Caller ID Spoofing

Make caller identification difficult
Defeat call blockers

Prevent feedback

Further impersonation scams
Hack into accounts

Conduct pranks

Frame caller ID owners

Avoid law enforcement



THE ORANGE COUNTY

REGISTER

OC Watchdog

Fed up with rising robocalls,
millions say 'Do Not Call’' list
doesn't work and want relief

M N1c. InAratord DAt & INIL 712 A n
Oct. 3,2016 | Updated Oct. 5, 2016 7:13 a.m.
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Why Is It Important to Understand Telephone Scams?

75% of reported frauds are communicated over the phone.

Little research has been done to study why people fall for
telephone scams.

Learning why telephone scams work can help us design more
effective solutions.
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How to Conduct a Study?

Collect scam samples

Identify attributes

Design experiments

Standardize experiment procedure

Disseminate phone calls

Collect and tabulate results

Select analysis criteria and present analysis results

Provide evaluations and recommendations



Attributes Identified

Area Code: e.g. 202, 480, 800

Caller Name: name associated with the caller ID

Voice Production: e.g. human or synthesized

Gender: e.g. male or female

Accent: e.g. American or Indian

Entity: who to impersonate, e.g. IRS or HR

Scenario: motivation to divulge SSN, e.g. tax or payroll issue




Experiment Groups

No. Caller ID Area Code Location Caller Name Voice Production Gender Accent Entity Scenario

E1 202-869-4555 Washington, DC N/A Synthesizer Male American IRS Tax Lawsuit

E2 800-614-1339 Toll-free N/A Synthesizer Male American IRS Tax Lawsuit

E3 480-939-5666 University Location N/A Synthesizer Male American IRS Tax Lawsuit

E4 202-869-2440 Washington, DC N/A Synthesizer Female American IRS Tax Lawsuit

E5 202-869-2442 Washington, DC N/A Synthesizer Male American IRS Unclaimed Tax Return
E6 202-849-5707 Washington, DC N/A Human Male American IRS Tax Lawsuit

E7 202-869-4024 Washington, DC N/A Human Male Indian 1385 Tax Lawsuit

E8 480-462-2513 University Location N/A Synthesizer Male American EDU Payroll Withheld
E9 480-462-2515 University Location W-2 Administration Synthesizer Male American EDU Payroll Withheld

E10 480-462-2517 University Location N/A Synthesizer Male American EDU Bonus Issued
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Dissemination

3,000 work phones

10 experiments simultaneously
1 work week

10am-5pm

Return calls directed to start of each experiment's procedure



Collected Results

No. Continued Entered SSN Convinced Recordings Unconvinced Recordings
E1 12 4.00% 6 2.00% 0] 0.00% 0 0.00% 4 1.33% 2 0.67%
E2 19 6.33% 15 5.00% 3 1.00% 0 0.00% 3 1.00% 3 1.00%
E3 13 4.33% 8 2.67% 1 0.33% 1 0.33% 2 0.67% 1 0.33%
E4 23 7.67% 13 4.33% 2 0.67% 0 0.00% 3 1.00% 2 0.67%
E5 9 3.00% 2 0.67% 1 0.33% 0 0.00% 1 0.33% 1 0.33%
E6 9 3.00% 8 2.67% 2 0.67% 2 0.67% 2 0.67% 1 0.33%
E7 13 4.33% 9 3.00% 3 1.00% 1 0.33% 5 1.67% 4 1.33%
E8 53 17.67% 30 10.00% 8 2.67% 3 1.00% 9 3.00% 8 2.67%
E9 60 20.00% 35 11.67% 7 2.33% 3 1.00% 4 1.33% 3 1.00%
E10 45 15.00% 22 7.33% 8 2.67% 7 2.33% 4 1.33% 2 0.67%
Total 256 8.53% 148 4.93% 35 1.17% 17 0.57% 37 1.23% 27 0.90%




Analysis Criteria

No. | Entered SSN Unconvinced | Possibly Tricked
E9 35 4 31 10.33%
E8 30 9 21 7.00%

E10 22 4 18 6.00%
E2 15 3 12 4.00%
E4 13 3 10 3.33%
E3 8 2 6 2.00%
E6 8 2 6 2.00%
E7 9 6 3 1.00%
E1 6 4 2 0.67%
E5 2 1 1 0.33%

Total 148 37 111 3.70%




Analysis Results

. Possibly Possibly Significant . . .
Hypothesis Group A Tricked Group B Tricked p-value (p < 0.05) Cohen's d Effect Size Conclusive
Can manipulating the area code have a Small & somewhat
significant effect on the attack success E1 2/300 E2 12/300 0.0033 Yes 0.222 . . g Somewhat
educationally significant
of a telephone scam?
Can manipulating the type of voice
production have a significant effect on E1 2/300 E6 6/300 0.0769 No 0117 Ver.y small & n.o.t No
the attack success of a telephone educationally significant
scam?
Can manipulating the voice gender Small & not educationall
have a significant effect on the attack E1 2/300 E4 10/300 0.00955 Yes 0.192 . g v Hardly
significant
success of a telephone scam?
Can manipulating the voice accent have Verv small & not
a significant effect on the attack E7 3/300 E6 6/300 0.157 No 0.082 .y . g No
educationally significant
success of a telephone scam?
Can spoofing a known caller name have Verv small & not
a significant effect on the attack E8 21/300 E9 31/300 0.073 No 0.119 .y . g No
educationally significant
success of a telephone scam?
Can impersonating an internal entity ) .
have a significant effect on the attack E1 + E5 3/600 E8 + E9 39/600 4.97E Yes 0.331 Small & et.igcahonally Yes
09 significant
success of a telephone scam?
Can manipulating the type of motivation
have a significant effect on the attack ES + 19/600 E1 + E8 23/600 0.265 No 0.036 Ver.y small & n.o t No
E10 educationally significant

success of a telephone scam?




Key Findings and Recommendations

Impersonating an internal entity had the most significant effect to
the attack success.

The key is to target and prevent impersonation.

Vigilance is an important reason for not falling for impersonation
scam, based on our survey feedback.

Caller ID authentication and security indicators can provide early
warnings to instill vigilance.
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Analysis of Combined Techniques

[96], [97] : [99] | [100] )2 )3 ) [105] | [106]

— PhwedDeasons | ¢ [ /| /| [ | | T T | /-
 WeghtedScorng | /[ v || [ 7 | 7 | 7 [ 7 [ |
B T B . S ——— - T

Caller IDBlacklisting | v | v | v | « | v | v | v | | v [ v |
_---------
Caller Reputaﬂon System
Caller Behavior Andlym _---------
| DeviceFingerprinting | | | | | o} o} o 0 | v/ |
| Caller ID Anomaly Detection | | | | [ | | | |
| ANLCPNMawching | |} | | o | ] |
| ANMFerng | | [ [ | o} ] ]
Audio Fingerprinting | | | [ v | | | 1 |
| Speech Content Analysis | | | | [ o} | o | v/ |
Acoustic Patte Analysis | /| [ | [ | [ | | | ]
CAPTCHAMuring Test | v | v | 7 | v | | v } | v | 1 7 |
| DoNotCallRegiswy | | | | [ | | | ] |
| 000 Grylisng | v | | | [ v v 0 0| Y |
Consent- bdsed Commumwﬂon IV RN N A A A A A
| CallBack Verification | | | | | o} | 0 ]
Weakly Secret Infonmtlon - ¢ v v
| PaymemtatRsk ) |} | | o oy oy 0 ] |
| PoofofWork | ~ } | [ | 0 oy v [ |
. Poofofldentity . | ~ | [ | | | | / | |




Key Findings and Recommendations

Combining techniques create synergy however it can add more
complexity and delay.

Usability is the most important thing to consider.

Call Request Header Analysis is the best overall solution, its
only downside is vulnerability to caller ID spoofing.

The key to solving the telephone spam problem is to develop
effective prevention of caller ID spoofing.
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Recommendation Q.731

STAGE 3 DESCRIPTION FOR NUMBER IDENTIFICATION SUPPLEMENTARY
SERVICES USING SIGNALLING SYSTEM No. 7

The format of the calling party number parameter field is shown in Figure 11.

8 7 6 5 4 3 2 |
O/E Nature of address indicator
2 Address
NI Numbering plan indicator presentation Screening indicator
restricted indicator

Figure 11/Q.763 — Calling party number parameter field
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Solution: Security Indicators
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Solution: Security Indicators
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Caller ID Verification

Certificate Authority

- Destination
Authenticated 1AM > Exchange

Conversation

Calling Party Called Party



Authenticated Call Request
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Key Benefits of the Proposed Scheme

Usability
Immediate cue of a verified caller
Promotes vigilance for identity verification
Robustness
Provides a foundation for spam defenses
Provides assurance for communication over the phone

Deployability
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