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SYSTEMS AND METHODS FOR
AUTHENTICATING CALLER IDENTITY
AND CALL REQUEST HEADER
INFORMATION FOR OUTBOUND
TELEPHONY COMMUNICATIONS

CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] This is a non-provisional application that claims
benefit to U.S. provisional application Ser. No. 62/308,105,
filed on Mar. 14, 2016, which is herein incorporated by
reference in its entirety.

FIELD

[0002] The present disclosure generally relates to a system
and method for authenticating a call request header, and in
particular to authenticating a call request header including
identity information that is lightweight and deployable in
PSTN and VoIP systems.

BACKGROUND

[0003] Since its introduction in 1876, telephony commu-
nication is an integral part of modern society which allows
us to communicate by voice with colleagues and family
members across the country or across the world. With
mobile devices, we take the ability for voice and messaging
communication everywhere.

[0004] Unfortunately, one of the most frustrating aspects
of modern telephony communication is spam, namely robo-
calls, voicemail spam and SMS spam. Despite US laws that
prohibit caller ID spoofing and telephone spamming (with
some exceptions), complaints on illegal calls makes record
numbers year after year. The total number of complaints on
illegal calls in the United States totaled more than 22 million
in 2014, with about 200,000 complaints each month about
robocalls alone.

[0005] While spam itself is frustrating and wastes the
user’s time, there is a malicious side to spam: malicious
actors disseminate telephone spam with caller ID spoofing to
perpetuate scams. According to a survey conducted by
TrueCaller in 2014, approximately 17.6 million Americans
were victims of a phone scam and lost an average of $488
per person, costing approximately $8.6 billion annually.
[0006] The rise of telephony spam is troubling, particu-
larly when it seems that both research and community have
made great strides in combating email spam. A previous
survey of the telephone spam ecosystem revealed that one
key difference between email and telephone communication
is that the caller ID mechanism in telephone communication
is not trusted and can be easily spoofed. Email has a sender
1P address, and many email spam solutions take advantage
of this IP address, however, the caller ID of telephone
communication is trivially spoofed (in fact, there are many
online services that allow one to place voice calls while
changing the caller ID). Therefore, caller ID spoofing per-
petuates and enables spam and scams.

[0007] In the current public switched telephone network
(PSTN) caller ID scheme, the caller ID is easily spoofed, due
to lack of an authentication mechanism. When the phone is
ringing, it is also impossible for the user to know if the caller
ID has been spoofed. The only possible way for the recipient
to determine if the caller ID is legitimate is to call the caller
ID number. Of course, this solution is not feasible, because
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it adds inconvenience, increases time delay, does not work
with shared or extension lines, and adds significant cost
burden on the call recipient (especially for premium or
international numbers).

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] FIG. 1 is a simplified illustration showing a typical
call setup sequence in a PSTN system;

[0009] FIG. 2 is a simplified illustration showing a POTS
SDMF/MDMEF transmission;

[0010] FIG. 3 is a sequence diagram showing the basic
steps to obtain a valid Caller ID Certificate;

[0011] FIG. 4 is a sequence diagram showing the basic
steps to make a phone call with a Caller ID Certificate;

[0012] FIG. 5 is a simplified illustration showing an ISUP
message structure;

[0013] FIG. 6 is a simplified illustration showing a del-
egated GSM/CDMA authenticated call request;

[0014] FIG. 7 is a screen shot of a recipient’s phone
receiving a call in the prototype implementation;

[0015] FIG. 8 is a simplified illustration showing a MDMF
message extended to incorporate the Communication Ses-
sion Token and Caller ID Certificate.

[0016] Corresponding reference characters indicate corre-
sponding elements among the view of the drawings. The
headings used in the figures do not limit the scope of the
claims.

DETAILED DESCRIPTION

[0017] The security indicator (green lock) in modern web
browsers lets the user know that the identity of the web site
is verified. One goal of the present invention is to add a
similar security indicator to caller ID, so that the user knows
that the caller ID is verified. However, the authentication
mechanism is added to the three-decades-old caller ID
scheme. The present invention relates to an authentication
scheme, called the HAMOUT system, which aims to fun-
damentally solve the caller ID spoofing problem. The
HAMOUT system enables the real caller to securely trans-
mit the caller ID information (possibly including name and
photo) to the recipient and allows the recipient to quickly
verify the caller ID information, before or during the ring. In
some embodiments, the HAMOUT process is extensible to
allow the caller ID to be authenticated for messages, such
SMS and MMS, and the HAMOUT data scheme is exten-
sible to allow the real caller to securely embed additional
information about the call.

[0018] Another goal of the HAMOUT system is to provide
a trusted platform for caller ID, to combat spam in the
telephony networks. This system would be useful in many
real-world scenarios, such as authenticating calls from bill-
ing, government, or banking institutions. There are many
scam calls that spoof the caller ID to make it appear as if the
call is from a billing or banking institution, and then trick the
recipients into giving out their sensitive credit card or
banking information. The HAMOUT system would also be
useful in authenticating calls from real customers, as there
are scam calls that spoof the caller ID to make it appear as
if the call is from a customer, and then trick the institution
into emptying their customers’ bank account. In addition, by
securing the caller ID, existing spam defenses can leverage
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the caller ID information and the malicious actor cannot
spoof the caller ID. This will increase the effectiveness of
telephone spam defenses.

[0019] To understand the HAMOUT system, it must first
understand how the legacy caller ID implementation works,
how legacy caller ID can be easily spoofed, and how
spammers can leverage the spoofed caller ID to send spam.

Call Setup Sequence Overview

[0020] FIG. 1 shows a typical call setup sequence in the
PSTN system. The Public Switched Telephone Network
(PSTN) is an aggregate of various interconnected telephone
networks that adheres to the core standards created by the
International Telecommunication Union (ITU), allowing
most telephones to intercommunicate. The traditional PSTN
infrastructure was specifically designed to carry continuous,
real-time, voice communications for call durations of three
minutes or less. The network is engineered to be circuit-
switched and it establishes a dedicated connection across
intermediate switches between the caller and recipient for
the entire duration of the call. Today, the core network has
evolved to be almost entirely packet-switched, carried by IP
networks, due to the vastly greater network capacity of the
TCP/IP infrastructure. However, the core telephony signal-
ing protocols have not changed, to ensure mutual compat-
ibility.

[0021] The Signaling System No. 7 (SS7) suite of proto-
cols defines a full vertical set of network standards for the
Integrated Services Digital Network (ISDN). Initially devel-
oped by the International Telecommunication Union in the
1980s, SS7 serves to ensure interoperability between tele-
phone exchanges worldwide. In fact, telephone companies
rarely expose SS7 network to end users, instead they provide
access to a signaling and media gateway via a protocol
specific to the local exchange (e.g., POTS, GSM, CDMA,
UTMS, ISDN, SIP, etc.). Any call initiated from a local
exchange network usually enters at least one layer of sig-
naling and media conversion at a PSTN gateway before
entering or exiting the SS7 network. This is one of the key
differences compared to the TCP/IP infrastructure, where
TCP/IP signals (packets) are designed to be transparently
carried end-to-end with no intermediary protocol conver-
sions.

[0022] There are currently more than 8 different standards
used to establish a call, with each standard defining its own
call setup sequence: GSM, CDMA, 3G UTMS, SIP, H.323,
IMS, VoLTE, V5.2, and ISUP. Every standard except for
ISUP is typically used within a local exchange network.
ISUP is part of the SS7 protocol suite, and is used primarily
for backbone switches and private branch exchanges (PBX).
Each call setup process is extremely complicated, hence we
will not explain the details of each. We will instead present
a simplified overview of how a call setup process works
shown in FIG. 1.

[0023] In general, the sequences within a local exchange
network (user <s switching center in FIG. 1) define how a
user’s terminal interacts with the local exchange carrier
during a call setup, and the sequences within an interex-
change network (switching center <s switching center in
FIG. 1) define how two carriers interact with each other
during a call setup.

Calling Number Identification

[0024] Caller ID is the generic name for a supplementary
service offered by the recipient’s telephone company that
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provides information about the incoming caller’s telephone
number to the recipient’s terminal typically before or during
the ring. Caller ID service provides the caller’s telephone
number, technically known as Calling Party Number (CPN),
to the recipient before or during the ring of an incoming call.
It also allows the recipient to decide whether to answer a call
based on the caller ID and to call back if the call could not
be answered. Caller ID is also widely used in other non-
voice communication services, such as SMS, MMS, and
many smartphone-based instant messaging and VoIP ser-
vices. The caller ID number is typically provided by the
caller’s switch, sent along the initial address message (IAM)
across the SS7 network, and, after a series of protocol
conversions at the recipient’s gateway, is finally presented
on the recipient’s terminal. The caller’s switch can control
what caller ID number is sent on a call-by-call basis. For
general consumers, a privacy feature allows them to hide the
calling number. However, malicious callers often spoof or
block caller ID to further a variety of scams.

[0025] In the backbone SS7 network, the transmission of
the caller ID number to the destination switch can be
achieved either by having the originating switch include it in
the Initial Address Message (IAM) or by the destination
switch requesting it from the originating switch through an
ISDN-UP information request message. Even though each
call setup process is different, depending on the type, the
caller ID is essentially a field delivered to the recipient’s
terminal within a call request header message, before or
along with the call setup (ring) signal.

[0026] In landline telephone services, the most popular
type being the Plain Old Telephone Service (POTS), the
caller ID is a parameter within the header message encoded
in Bellcore Single Data Message Format (SDMF) or Mul-
tiple Data Message Format (MDMEF), transmitted to the
recipient’s terminal in Frequency Shift Keying (FSK) signal
between the first and second ring as shown in FIG. 2.

[0027] In mobile telephone services, the most popular of
which are the GSM (Global System for Mobile Communi-
cations) and CDMA (Code division multiple access) tech-
nology, the caller ID is a parameter within the SETUP
message which is transmitted using an encrypted signal
over-the-air to the recipient’s terminal.

Caller ID Spoofing

[0028] Caller ID spoofing is the practice of deliberately
falsifying the number that appears on a recipient’s caller ID
display. In the PSTN, the caller ID can be easily spoofed
because there is no built-in authentication mechanism. The
caller’s switch is responsible for sending or reporting the
caller ID, however, this is not authenticated or immediately
verifiable by the recipient. In consumer telephony terminals,
the caller ID is usually managed by the caller’s Local
Exchange Carrier (LEC) and transmitted by the caller’s
switching center, which prevents general users from spoof-
ing the caller ID. However, this security barrier is eroded by
an entity with their own Private Branch Exchange (PBX) or
PSTN gateway system. The PBX is a privately owned PSTN
switch that connects telephones internal to an organization
to the PSTN backbone. An organization with their own PBX
system can customize the caller ID sent to the recipient’s
switch. The caller’s LEC does not have any legal or tech-
nical obligation to ensure that the caller ID number is indeed
owned by the caller before it is transmitted.
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[0029] Traditionally, it was prohibitively expensive for
individuals and small businesses to subscribe to an ISDN-
PRI trunk line (prices from $500 to greater than $1,000 per
month) and install a PBX system (prices in the thousands),
which kept the number of people with caller ID spoofing
capability small. However, with the recent rise of high speed
IP infrastructure replacing the dedicated ISDN infrastruc-
ture, cheap Voice over IP (VoIP) services (such as SIP
trunking) are replacing the expensive ISDN-PRI services,
and low-cost IP-based PBX devices ($100 or less) are
replacing the expensive traditional PBX systems. Further-
more, with the rise of the web service business model, some
telephone companies can even provide PBX-like VoIP ser-
vice without requiring the clients to install an IP-based PBX
device. Many Internet Telephone Service Providers sell
customizable caller ID as a service feature. Some high-
volume Internet Telephony Service Providers (such as Call-
Fire and Call-Em-All) even cater specifically to telemarket-
ers, by providing voice broadcasting autodialers, voicemail
broadcasting, and SMS broadcasting bundled in their tele-
phony services.

Spamming and Caller ID Spoofing

[0030] Caller ID spoofing can be used to assist malicious
callers to further a wide variety of phishing scams. A
malicious caller can spoof the caller ID to make it appear as
if a call or SMS originated from a trusted entity, tricking the
recipients into divulging sensitive information such as user-
names, passwords, credit card details, and even money. In
recent years, many consumers in the United States have been
victims of social engineering attacks directly attributable to
caller ID spoofing, such as credit card verification scam, IRS
tax agent scam, and fake tech support scam. Some of these
phishers even use audio duplicated from the real institution
to trick the recipient into divulging their sensitive informa-
tion.

[0031] Caller ID spoofing also helps malicious callers to
defeat anti-spam defenses that rely on caller ID blacklisting.
Most modern mobile phones support the capability to block
unwanted calls or SMS using caller ID. According to a
consumer poll, 22% of US smartphone users used a call-
blocking app or a feature to block calls on their device.
However, a malicious caller can easily bypass caller ID
blacklisting by spoofing any number not blacklisted.
[0032] Furthermore, Caller ID spoofing makes it
extremely difficult for law enforcement to track down the
malicious caller. The telephone number follows a numbering
format that identifies the Region code, Central Office code,
and Subscriber number. If the telephone number is spoofed,
law enforcement would lose key information that could
identify the offender. Further complicating matters, with the
increasing availability of VoIP-to-PSTN services, a spam-
mer may distribute outbound calls from an overseas loca-
tion, through an Internet connection to the VoIP carrier,
which could be further anonymized behind VPN or Tor
networks.

Design Goals

[0033] The HAMOUT system is a lightweight and prac-
tical caller ID authentication and verification scheme. The
high-level idea is to embed Authenticated Caller IDs in the
PSTN call process itself that is still able to interoperate on
different PSTN standards.
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[0034] Even though caller ID verification itself faces sev-
eral technical and societal challenges, we identify the fol-
lowing fundamental causes: (1) the lack of authentication
during the declaration of the caller ID and (2) the lack of
verification of the transmitted caller ID. Fixing these two
problems directly addresses the aspect of trust establishment
which helps users verify that they are actually communicat-
ing with the legitimate parties they intend. The fundamental
security flaw of caller ID is that the caller ID number can be
declared arbitrarily. Furthermore, there are currently no
mechanisms to prevent the caller ID data from modification
during transmission. Even if the caller has proven that she
indeed owns that number, an actor (perhaps in association
with the caller) along the transmission link may still inter-
cept and alter the caller ID data. Hence, the proposed scheme
must address the aforementioned security challenges, and it
also needs to be simple and flexible enough to be compatible
with the existing protocol standards.

Actors

[0035] The following actors are defined under the
HAMOUT system:

[0036] Caller is a calling terminal or an origination switch
for the calling party that generates and transmits a call
request header to the recipient before or during the ring.
Recipient is a receiving terminal or a termination switch for
the called party that can receive and process a call request
header before or during the ring.

[0037] Recipient is a receiving terminal or a termination
switch for the called party that can receive and process a call
request header before or during the ring.

[0038] Registrar is the entity that manages registration and
verification of phone number information and issues Caller
Identity Certificates (CIC) to verified assignees of phone
number.

Header Fields

[0039] The HAMOUT system defines a set of fields in the
call request header that authenticate the caller ID and the
information about the call.

[0040] The fields are designed to be added as an extension
to any existing format of call request header in PSTN, and
it can also be added to any other communication format,
such as SMS and MMS, as long as the header data is
transmitted before or during a communication request.
[0041] There are a total of seven required fields that works
together to authenticate the caller ID, which we group into
two categories: Caller Identity Certificate and Call Session
Token.

Caller Identity Certificate (CIC)

[0042] The Caller Identity Certificate (CIC) is a set of
fields that provide the calling identity information of a caller.
It is designed such that the information about the caller
cannot be arbitrarily declared and must be verified by
undergoing a verification process with the Registrar. A CIC
consists of identity fields, and CIC signature fields.

[0043] 1) Identity Fields are fields that provide infor-
mation about the identity of the caller. All identity fields
must be verified by the Registrar. Identity Fields can
also be extended to include other verifiable information
about the caller other than the ones listed below.
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[0044] From provides the routing address of the caller (i.e.
the caller’s phone number in the PSTN). The From field is
presented to the recipient to identify the caller’s caller ID
before or during the ring. In most existing protocols, this
field is the same as the caller ID field in the call request,
hence it may not need to be included again explicitly.
[0045] Public Key of the caller allows the recipient to
verify any data signed using the caller’s private key. The
public key also allows the recipient to send encrypted data
to the caller, which could only be decrypted with the caller’s
private key, and therefore could be used to exchange a
symmetric key to establish an encrypted conversation.
[0046] 2) CIC Signature Fields demonstrate the authen-
ticity of the enclosed fields in the CIC with a digital
signature of the Registrar. It must specify a signature’s
expiration time and the digital signature. All CIC
signature fields must be generated by the Registrar.
[0047] CIC Expiry provides the Coordinated Universal
Time (UTC), after which the CIC Signature is no longer
valid.
[0048] CIC Signature provides the digital signature gen-
erated by signing all the enclosed fields in the CIC. The CIC
signature can be verified by anyone using the Registrar’s
public key certificate.

Communication Session Token (CST)

[0049] A Communication Session Token (CST) consists of
a set of fields that uniquely identify a call request sent by an
authenticated caller. The CST is designed to have the prop-
erty of being transient and unique. The Communication
Session Token can also provide additional information about
the call, declared by the authenticated caller. A CST consist
of session fields and a signature.

[0050] 1) Session Fields: are fields that provides infor-
mation about the call session. All session fields must be
generated by the caller. Session Fields can also be
extended to include other information about the call
session other than the ones listed below.

[0051] Timestamp provides the UTC timestamp of the call
request. This allows the recipient to verify the time in which
the call was initiated.

[0052] To provides the routing address of the recipient.
This allows the recipient to verify that the call requested is
uniquely created for the recipient. In most existing proto-
cols, this field is implied from the receiving the call request,
hence it may not need to be included explicitly.

[0053] 2) CST Signature demonstrate the authenticity
of the enclosed fields in the CST. The signature is
generated by signing the data using the caller’s private
key of the CIC. The recipient can verify the CST
signature using the caller’s public key provided in the
CIC.

Processes

[0054] 1) Caller ID Registration: To obtain a Calling ID
Certificate, Hamout requires all callers to undergo a regis-
tration and verification process with the Registrar. Without
a valid Calling ID Certificate, the caller will not be able
initiate a call with an authenticated caller ID. During the
registration process, the Registrar verifies the caller’s tele-
phone number and public key. This process is to ensure true
ownership of a claimed phone number. The Caller ID
Registration process is designed such that only the true
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owner of a claimed phone number can successfully complete
this process. Each Calling ID Certificate is unique and each
phone number can only associate with at most one Calling
ID Certificate at any given time. A key difference between
Hamout and the SSL/TLS Public Key Infrastructure is that
Hamout can automatically verify ownership of the caller ID.
In addition, the entire process can be automated or pre-
initialized without any interaction from the user. A sequence
diagram of the Caller ID Registration process is shown in
FIG. 3.

[0055] Prerequisites to the process: (1) the Caller has the
Registrar’s public key certificate and (2) the Registrar has
the corresponding private key.

[0056] Steps of the process:

[0057] 1) Caller first generates a public-private key pair,
and the private key is stored securely (such as in a
password protected keystore or secure hardware-
backed storage) to prevent unauthorized access.

[0058] 2) Caller sends Caller’s routing address From,
and public key P, to the Registrar. Caller could also
send other verifiable Caller’s identity information, such
as an access token to Caller’s social networking service
account, to verify Caller’s name and photo.

[0059] 3) Registrar creates an encrypted nonce
ENonceg by first generating a random nonce Nonceg
and then encrypting it with the Caller’s public key.
ENonce~Encrypt(P ,){Nonceg}. This ensures that
only someone with the Caller’s private key can decrypt
ENonce,. The Nonceg is stored in a self-expiring time-
to-live database for verification in a later step.

[0060] 4) Registrar signs the ENonceg to create a sig-
nature ENonce-Sigs. This is to safeguard the nonce
from being modified during transmission.

[0061] 5) Registrar sends ENonceg and ENonce-Sigg to
Caller’s routing address From . This is the key step in
the process, as in the PSTN, the routing address is the
telephone number. Thus, the Caller would receive
ENonceg and ENonce-Sig; only if From, routes to
Caller.

[0062] 6) Caller verifies the ENonceg using its signa-
ture. If ENonce-Sig. is verified, (the ENoncey is really
from the Registrar), the Caller decrypts ENonceg with
Caller’s private key to obtain Nonces.

[0063] 7) Caller sends Nonce, to Registrar (proving that
the Caller is really the owner of the routing address and
public key).

[0064] 8) Registrar verifies Nonceg and, if valid, sets a
CIC expiration time C/C-Expiry , and generates a CIC
Signature CIC-Sigg. The CIC-Sigs is generated by
signing From, and P,, and other validated identity
information, and Expiry , using the Registrar’s private
key. The CIC expiration time keeps the revocation list
small and prevents someone from claiming a contract
address indefinitely.

[0065] 9) Registrar revokes all previous (if any) CIC
Signatures associated with From ,. This is to ensure that
only the latest owner of the routing address could use
the valid CIC of From , hence this prevents more than
one person from using the same routing address.

[0066] 10) Registrar sends Caller’s Caller Identity Cer-
tificate (CIC) to Caller. The CIC consists of Caller’s
routing address, the public key, other identity informa-
tion, the CIC expiration time, and the CIC Signature.
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[0067] After the last step, the Caller can now use the
Caller Identity Certificate to generate authenticated call
request headers—without contacting the Registrar to obtain
a new CIC.

Security and Usability Features

[0068] Authentication: The caller will receive a valid
Caller ID Certificate only if it is able to prove being the
assignee of the phone number. It is not possible for an
attacker in our threat model to receive a valid Caller ID
Certificate using a spoofed phone number.

[0069] Integrity: The caller will not accept a message from
the Registrar that has been modified in transit because every
message sent by the Registrar will be signed and verifiable
with the Registrar’s public key certificate.

[0070] Low User Effort: Minimal user effort is required to
initiate a new Caller ID Registration request, as the entire
process can be automated or pre-initiatized by the caller’s
terminal.

[0071] Easy Key Revocation: Even when a caller is com-
promised from theft of a private key, it is easy to revoke and
obtain a new caller ID certificate simply by initiating a new
Caller ID Registration request.

[0072] Easy Identity Recovery: When a caller loses the
private key, it is easy to revoke and obtain a new caller ID
certificate simply by initiating a new Caller ID Registration
request.

[0073] Low Key Maintenance: There is no requirement for
the caller or Registrar to maintain old keys, as each phone
number is only associated with at most one key at any given
time. This also prevents multiple persons from simultane-
ously claiming a single phone number.

[0074] Authenticated Call Request: To initiate an authen-
ticated call request, the caller must first obtain a valid Caller
ID Certificate (described in Section [caller-id-registration-
process|). The authenticated call request process is designed
such that only the authenticated caller can uniquely generate
such a request and only the authenticated caller can use that
request. Each call request session is unique and transient.
The process only requires a one-way transmission-which
can be placed in the same signal of transmitting the (cur-
rently unauthenticated) call setup header in every PSTN
standard. The entire process can be automated without any
interaction from the caller and the recipient. A sequence
diagram of the Authenticated Call Request process is shown
in FIG. 4.

[0075] Prerequisites: (1) Caller has a valid CIC, and
private key Q, and (2) Recipient has Registrar’s public key
certificate Ps.

[0076] Steps of the process:

[0077] 1) Caller first generates a Communication Ses-
sion Token, CST, by signing the current UTC time-
stamp Time,, Recipient’s routing address To,, and
optionally additional call information. The inclusion of
timestamp and Recipient’s routing address ensures that
this call request is transient and unique, and guards
against the recipient from performing replay attacks.
Signing the fields with the Caller’s private key also
proves that the Caller is the owner of CIC,.

[0078] 2) Caller sends CST, and (optionally) CIC, to
Recipient along with the caller request header. If the
size of the header is limited by the protocol, it is also
possible for the Caller to send only the CST ,; with the
plain caller ID number and let the Recipient obtain the
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CIC, from a public database, from the Registrar, or
from a previous communication.

[0079] 3) Recipient’s phone rings. The terminal does
not necessarily need to ring immediately, as some
terminals have a short delay timer to allow more time
to process the call request header.

[0080] 4) Recipient obtains the CIC,, checks if C/C-
Sigs has expired or is revoked, and checks if the
signature is valid.

[0081] 5) If the CIC is valid, Recipient verifies Caller’s
Communication Session Token by checking if the time-
stamp is within a valid duration and checking if the To
signed by the CST signature is indeed the recipient’s
routing address. Finally, the CST signature is verified
against all the enclosed fields.

[0082] 6) Display the verification result with the caller
D.
[0083] After the last step, the Recipient user decides

whether to answer the call (as normal) based on the authen-
ticated caller ID.

Security and Usability Features

[0084] Authentication: The caller will be able generate an
authenticated call request only if it is the verified owner of
the caller ID certificate of that caller ID number. It is not
possible for an attacker in our threat model to generate a
valid Communication Session Token using a spoofed phone
number.

[0085] Integrity: The recipient will not accept an authen-
ticated call request that has been modified in transit because
the Communication Session Token message sent by the
caller is signed and verifiable with the caller’s Caller ID
Certificate.

[0086] Low User Effort: Minimal user effort is required to
generate an authenticated caller ID, as the entire process can
be automated or delegated to the caller’s telephone service
provider. The caller makes a call request as normal and the
recipient sees an incoming call request with the caller ID as
normal, with a caller ID verification indicator.

[0087] Forward Secrecy: Future compromise of the call-
er’s private key does not result in compromise or untrust-
worthyness of previously generated authenticated call
requests.

[0088] Low Latency: Very little processing power and
latency is needed to generate or verify an authenticated
caller ID, as some signature algorithms such as ECDSA has
been proven to require extremely low processing time even
with a basic 80 MHz 32-bit ARM7TDMI microprocessor.

[0089] Low Storage Requirement: The caller and recipient
do not need to store each Communication Session Token.
The caller’s terminal needs to store only the private key and
the caller ID certificate. The recipient’s terminal needs to
store only the Registrar’s public key certificate and perhaps
a small cache of caller ID certificates from past callers.

[0090] Low Bandwidth Requirement: The transmission of
authenticated caller ID requires very little bandwidth usage,
as we show in Section [sec:evaluation] that the data size of
each authenticated caller ID data can be as low as 71 bytes,
allowing it to fit within all types of existing call setup
headers.
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Deploying Hamout in Existing PSTNs

[0091] In this section it is discussed how Hamout could be
rolled out in the existing telecommunications networks. We
need to consider both terminal and core networks, since
every call request usually starts from the caller’s terminal
network, then gets converted through the SS7 core network,
and then gets convert through again to reach the recipient’s
terminal network. Because there are too many types of
termination networks, we will focus on the most popular
types of network in the PSTN ecosystem. Deployment on
other networks can be borrowed from the ones that we
discuss below.

Backbone and ISDN Service

[0092] In some embodiments, the Hamout system could
be deployed in the PSTN backbone by extending the Initial
Address Message (IAM). The switches in the SS7 network
use a type of call request message known as the Initial
Address Message (IAM) to initiate a call. The IAM is
generated and transmitted by the caller-side switching center
to reach the recipient-side switching center. The 1AM is
based on the ISDN User Part (ISUP) message format as
shown in FIG. 5. Each ISUP message contains a Mandatory
Fixed Part, Mandatory Variable Part, and Optional Part. In
the Optional Part of the IAM, each parameter data is
preceded with a 1-octet Parameter Code and a 1-octet
Parameter Length. The IAM currently use the optional part
to send the caller ID information to the recipient switch. We
propose to add the new Hamout fields (caller’s public key,
CIC Expiry, CIC Signature, Timestamp, CST Signature, and
all other optional parameters other than the caller’s phone
number) also in the optional part of the IAM. The intercon-
necting switches would simply need to forward the extended
IAMs throughout the network.

[0093] Subscribers of ISDN-PRI with access to their own
PBX/IP-PBX device would also have the capability to
receive and transmit IAM call request headers. Since almost
all PBX/IP-PBX devices today have some form of data
transmission capability, therefore the subscriber would be
able to directly communicate with the Registrar to obtain a
caller ID certificate, and then generate and transmit the
authenticated call request fields.

POTS/Landline Service

[0094] In some embodiments, the Hamout system could
be deployed in POTS landlines by extending the SDMF/
MDMF message. In POTS network, the header message that
contains the caller ID information is transmitted in either
Single Data Message Format (SDMF) or Multiple Data
Message Format (MDMF). SDMF is a fixed parameter
message structure consisting of the date and time and the
caller’s telephone number. MDMF is a message structure
that can consist of a variable number of parameters and can
accommodate parameters with variable length, such the field
to present the caller name. Both formats can be extended to
embed the Hamout fields, but we recommend using MDMF
due to its better design in terms of flexibility and expend-
ability.

[0095] Based on the MDMF parameter format, we could
incorporate the Hamout fields by extending the MDMF. In
the MDMF message, each parameter data is preceded with
a l-octet Parameter Type and a 1-octet Parameter Length.
We propose to add new Parameter Types for caller’s public
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key, CIC Expiry, CIC Signature, Timestamp, To, CST Sig-
nature, for those are not defined in the Bellcore 202/ITU
parameter code table. FIG. 8 is a simplified illustration
showing a MDMF message extended to incorporate the
Communication Session Token and Caller ID Certificate.

[0096] For the caller, the current POTS terminals do not
directly generate or transmit the caller request header mes-
sage, it is instead handled by the caller’s switching center.
We expect caller’s telephone service provider would also
need to be delegated to handle the Hamout processes, to
initialize registration of caller ID certificate and generate
authenticated call request on behalf of the subscriber.
[0097] For the recipient, the authenticated caller ID fields
would be received in the SDMF/MDMF message, after an
1AM to SDMF/MDMF conversion at the recipient’s gate-
way switch. After receiving the SDMF/MDMF message
with authenticated call header, the signature and validity
checks would be executed by the recipient’s terminal. The
recipient could use a standalone device to handle the sig-
nature and validity checks, similar to the existing Caller ID
blocker devices for POTS landline terminals.

[0098] Alternatively, it is also possible to allow the recipi-
ent’s switching center to verify the authenticated call request
on behalf of the recipient, and then transmit the caller ID
information in the same existing format, displaying the
caller ID or a caller ID flag only if it has been verified. This
approach has the benefit of not requiring any extension to the
SDMF/MDMF message format. However, this approach is
potentially vulnerable to “Orange box™ attacks, where the
malicious caller is able to alter the SDMF/MDMF content
with spoofed FSK signals.

GSM/CDMA Mobile Service

[0099] In some embodiments, the Hamout system could
be deploy using two separate approaches to authenticate the
call request headers in GSM/CDMA mobile telephone ser-
vices: Delegated or User Controlled.

[0100] Delegated:

[0101] The Hamout system could be deployed in GSM/
CDMA mobile networks by having the telephone service
provider handling the generation of authenticated call
request on behalf of the caller. For the caller, the current
mobile terminals do not directly generate or transmit the call
request messages, instead it is handled by the caller’s mobile
switching center (MSC). It is also possible to give control
over the registration of caller ID certificate to the caller, as
most mobile phones today support some form of data
transmission (such as SMS, MMS, or TCP/IP), the terminal
can directly communicate with the Registrar to obtain the
caller ID certificate. The Subscriber Identity Module (SIM)
could be used as the private key, which has private key
information is already shared with the telephone service
provider. During the call setup phase, when the caller
initiates the call request with the mobile switching center
(MSC), the MSC is able to generate the authenticated call
request and transmit the IAM to the recipient’s switching
center.

[0102] For the recipient, the authenticated caller ID veri-
fication could be executed by the recipient’s mobile switch-
ing center, and then transmit the caller ID information in the
same existing format, displaying the caller ID or a caller ID
flag only if it has been verified. It would be reasonably
secure to allow the switching center to send the caller ID
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information, as GSM/CDMA uses an encrypted signaling
format to transmit the call request header containing the
caller ID.

[0103] Ifthe switching center or the wireless network is at
risk of compromise, an alternative is to have the signature
and validity checks directly executed by the recipient’s
terminal, after an IAM to SETUP message conversion at the
recipient’s gateway switch.

GSM/CDMA Mobile Telephone Service

[0104] Insomeembodiments, two separate approaches are
used to authenticate the call request headers in GSM/CDMA
mobile telephone services: Delegated or User Controlled.
[0105] 1) Delegated

[0106] The Hamout system could be deployed in GSM/
CDMA mobile networks by having the telephone service
provider handling the generation of authenticated call
request on behalf of the caller. For the caller, the current
mobile terminals do not directly generate or transmit the call
request messages, instead it is handled by the caller’s mobile
switching center (MSC). It is also possible to give control
over the registration of caller ID certificate to the caller, as
most mobile phones today support some form of data
transmission (such as SMS, MMS, or TCP/IP), the terminal
can directly communicate with the Registrar to obtain the
caller ID certificate. The Subscriber Identity Module (SIM)
could be used as the private key, which has private key
information is already shared with the telephone service
provider. During the call setup phase, when the caller
initiates the call request with the mobile switching center
(MSC), the MSC is able to generate the authenticated call
request and transmit the IAM to the recipient’s switching
center. FIG. 6 is a simplified illustration showing a delegated
GSM/CDMA authenticated call request.

[0107] For the recipient, the authenticated caller ID veri-
fication could be executed by the recipient’s mobile switch-
ing center, and then transmit the caller ID information in the
same existing format, displaying the caller ID or a caller ID
flag only if it has been verified. It would be reasonably
secure to allow the switching center to send the caller ID
information, as GSM/CDMA uses an encrypted signaling
format to transmit the call request header containing the
caller ID.

[0108] Ifthe switching center or the wireless network is at
risk of compromise, an alternative is to have the signature
and validity checks directly executed by the recipient’s
terminal, after an IAM to SETUP message conversion at the
recipient’s gateway switch.

[0109] 2) User Controlled

[0110] It is also possible to allow mobile users to fully
control the entire processes of authenticated caller ID. This
requires the use of an end-to-end data transmission channel,
such as SMS, MMS or TCP/IP.

[0111] The caller simply needs to use a data transmission
channel to directly contact the Registrar to obtain a valid
caller ID certificate.

[0112] For the caller, after obtaining the caller ID certifi-
cate, the mobile terminal would then generate and transmit
the authenticate call request directly to the recipient, before
or during the call request, using a data transmission channel.
The caller’s terminal should make sure that the authenticate
call request arrives at the recipient’s terminal before or
during the ring. Hence, the caller’s mobile switching center
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would not need to be delegated to handle the generation and
transmission of CST on behalf of the caller.

[0113] For the recipient, after receiving an authenticated
call request message, the verification could be directly
executed by the recipient’s mobile terminal, which should
happen before or during the ring. As a result, the recipient’s
mobile switching center would not need to be delegated to
handle the verification of the CIC and CST on behalf of the
recipient. FIG. 7 is a screen shot of a recipient’s phone
receiving a call in the prototype implementation.

[0114] It should be understood from the foregoing that,
while particular embodiments have been illustrated and
described, various modifications can be made thereto with-
out departing from the spirit and scope of the invention as
will be apparent to those skilled in the art. Such changes and
modifications are within the scope and teachings of this
invention as defined in the claims appended hereto.

What is claimed is:

1. A method for authenticated communication, the method
comprising:

receiving a key pair including a public key and a private

key at a registrar, the key pair generated by a caller
device, the caller device in communication with the
registrar over a network;

receiving a routing address from the caller device at a

registrar;

generating a nonce for the caller device using the registrar,

the none encrypted with the public key;

sending the nonce encrypted with the public key to the

routing address;

receiving the nonce at the registrar from the caller device,

the none decrypted by the caller device using the public
key; and

generating an identity certificate for the caller device

using the registrar, the identity certificate including the
routing address and the public key each signed by the
registrar.

2. The method of claim 1, further comprising:

sending the identity certificate to the caller device for

generating an authenticated communication request
header.

3. The method of claim of claim 2, wherein the commu-
nication request header is used by the caller device to initiate
a communication with a recipient device, the communica-
tion being at least one of a call, a short message service
(SMS) message, or a multimedia messaging service (MMS)
message.

4. The method of claim 1, wherein the nonce is a
randomly generated.

5. The method of claim 1, wherein the registrar generates
a signature for the nonce prior to sending the nonce
encrypted with the public key to the routing address.

6. The method of claim 5, wherein the caller device
verifies an authenticity of the nonce using the signature prior
to decrypting the nonce.

7. The method of claim 1, wherein the identity certificate
further includes an expiration time.

8. The method of claim 1, further comprising:

revoking any previous identity signatures associated with

the routing address.

9. The method of claim 1, wherein the identity certificate
further includes identity information associated with the
caller device.
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10. A method for authenticated communication, the
method comprising:
receiving a communication session token at a recipient
device from a caller device over a network in connec-
tion with a request for communication, the communi-
cation session token generated by the caller device
using a timestamp and a recipient routing address each
signed with a private key for the caller device;

obtaining an identity certificate for the caller device at the
recipient device, the identity certificate including a
caller routing address and a public key corresponding
to the private key for the caller device, the caller
routing address and the public key each authenticated
by a registrar;
determining a validity of the communication session
token by verifying the timestamp is within a valid
duration and by matching the recipient routing address
to a known routing address for the recipient device; and

generating an authentication of the request for communi-
cation based on the validity of the communication
session token and the identity certificate.

11. The method of claim 10, wherein the communication
session token and the identity certificate are received at the
recipient device as a set of fields in a communication request
header with the request for communication.

12. The method of claim 11, wherein the set of fields are
included as an extension to the communication request
header.

13. The method of claim 10, wherein the identity certifi-
cate is obtained by the recipient device from at least one of
apublic database, the registrar, or a previous communication
with the caller device.

14. The method of claim 10, further comprising:

displaying the authentication of the request for commu-

nication with a delivery of the request for communi-
cation to the recipient device.

Sep. 14, 2017

15. The method of claim 10, wherein the caller device is
a calling terminal or an origination switch and the recipient
device is a receiving terminal or a termination switch.

16. A system for authenticated communication, the sys-

tem comprising:

a caller device having a caller routing address and a key
pair, the key pair including a public key and a private
key;

a registrar in communication with the caller device, the
registrar generating an identity certificate for the caller
device following a verification of the caller routing
address and the key pair, the identity certificate includ-
ing a signed routing address and a signed public key for
the caller device; and

a recipient device authenticating a request for communi-
cation received from the caller device over a network,
the recipient device authenticating the request for com-
munication using the identity certificate.

17. The system of claim 16, wherein the request for
communication includes a communication session token
signed by the caller device using the private key.

18. The system of claim 17, wherein the communication
session token includes a timestamp for the request for
communication and a recipient routing address;

19. The system of claim 18, wherein the recipient device
further authenticates the request for communication by
verifying the timestamp is within a valid duration and by
matching the recipient routing address to a known routing
address for the recipient device.

20. The system of claim 16, wherein the caller device is
a calling terminal or an origination switch and the recipient
device is a receiving terminal or a termination switch.
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